BANK OF CHINA (HONG KONG)

@ ¥ & 44 £7 (5 %)
Join Bank of China (Hong Kong) Limited, to become a high caliber professional of our team.

The IT Department of BOCHK comprises of five domains, including Application Development, Data
Management, Data Center, Technology & Service Management and Technology Risk Management. We
govern and manage all IT related initiatives and risks covering the entire group, including BOCHK,
Southeast Asian entities of BOCHK, Asian and Pacific Data Center of BOC, and affiliated organizations and

subsidiaries within the BOCHK Group. The position below is open for applications now.

Assistant / Deputy / Technology Risk Manager
Job No.: 498402
Employment Type: Full time

Responsibilities :

e Conduct daily Information and Cyber Security monitoring, incident analysis and investigation,
incident response operation and support.

e Participate in Information and Cyber Security projects for the Design, development and
implementation.

e Assist in planning of technology related risk management strategies, processes and work plans.

e Familiar with technologies on IBM QRadar SIEM, IBM Guardium and with knowledge in Network
and Cloud security is preferable.

e Formulate and manage information security policies, standards and procedures.

e Plan and conduct information security assessment and IT risk evaluation in area covering IT general
controls, information asset management, access controls and endpoint security review. Support
the implementation of security initiatives to ensure the compliance with corporate information
security policies and compliance standards.

e Actasasubject matter expert to assist business units and cross-functional teams in identifying and
mitigating information security risks.

e Communicate to business units and cross-functional teams regarding information security risk
issues and/or control gaps, and recommends remediation initiatives.

e Create and manage information security awareness training programs for all employees,
contractors and approved system users.

e Stay informed about latest developments in information security field.



BANK OF CHINA (HONG KONG)

@ ¥ ) 4 27 (%)

Requirements :

e Degree holder in Computer Science or other degree majoring in Information Systems, or related
discipline

e Over 5 years of experience in IT security, technology risk, risk management, system development
management, compliance or IT audit function, gained from other sizable financial institutions.

e Candidate with less experience will be considered as deputy technology risk manager

e Fresh graduated candidate will also be considered as assistant technology risk manager

e Demonstrated experience working with the regulators and external auditor.

e Holding at least one recognized professional qualification under HKMA enhanced competency
framework such as CISA, CISSP, CISM, CCSP, PMP is preferable.

e Good command of written and spoken English and Mandarin is preferable.

e Good communication and interpersonal skills.

e Independent, strong self-initiative and with passion in information security and cyber security

professional.

We offer competitive remuneration package and comprehensive fringe benefits to the right candidate.
Interested parties, please click “Apply Now” to submit your application. For more job opportunities,

please visit our “Career Website”.

(Personal data collected will be used for recruitment purposes only)


https://careers.pageuppeople.com/798/cw/en/job/498402/assistant-deputy-technology-risk-manager
https://careers.pageuppeople.com/798/cw/en/filter/?search-keyword=&category=information%20technology

