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¥, The Hong Kong Jockey Club

Position: Tech Lead / Senior Analyst (Information Security)
Location: New Territories

Ref. no : 20007518

The Department

The Information Security Department of the Information Technology and Sustainability Division works to
protect the reputation and enhance operational resiliency of the Hong Kong Jockey Club by ensuring the
availability, integrity, and confidentiality of the Club's communications and network infrastructure,

application systems and data.

The Job

e  Work with assigned Project Manager and Technical Manager to drive small- to mid-size IS
initiatives to evaluate, acquire and deploy new IS technologies and capabilities, and ensure

initiatives get completed on time and budget.
e Participate in the process of selecting and reviewing of information security solutions.

e Support security solution design, deployment and necessary documentation in order to ensure
compliance to the project development lifecycle, and getting endorsement from IT governance

board and technical groups.

e Support Cyber Security Operations team to administer the Certificate Authorities (CA) and
Hardware Security Modules (HSM) of a Public Key Infrastructure (PKI) and Key Management cycle

of digital certificate generation, renewal and revocations.

e Support information security risk assessment and technical advisory for assigned project areas to
ensure compliance to HKJC IS policy, standards and practices, as well as mitigation of all

identified risks.

e Work closely with Cyber Security Operations to integrate current and emerging security control

policies into security systems, and develop and support documentation and SOPs.

e Carry out proper configuration of security solutions applied in protecting company asset such

that the implemented SIEM solution reports all pertinent events



Participate in supporting cybersecurity solutions to effectively give notice of violations to

affected parties, and to reduce incidences of false positives.

Recommend and execute ideas to improve processes based on lessons learnt over time in

performing assigned duties.

Carry out other enterprise security and support duties that may be assigned by management.

About You

A university degree with strong technical background, particularly in Information Technology,
Information Security, application security/development and/or networking.

3 to 5 years’ experience working in technical IT roles, with at least 3 years’ hands-on experience
in enterprise security infrastructure, IS risk assessments or testing.

A CISSP, GIAC, CEH or equivalent certification will be advantageous.

Administrate PKI/ Digital Certificate operations.

Experience in implementing cyber security and/or compliance systems relevant to Governance,
Risk and Compliance platform, Data Lost Prevention, Threat Intelligence and/or Firewall
Management.

Experience in vendor engagement and delivering e-Learning awareness content and execute anti-
phishing campaigns.

Experience in secure network infrastructure, Anti-DDoS, NG Firewall, IDS/IPS, WAF, Secure MTA,
Load Balancer, Internet Proxy, as well as DNS hosting.

Strong understanding of networking protocols, operating systems and cyber security concepts
and technologies.

Promote security awareness and adoption of security standards and practices to staff members.
Practical understanding of the application of a variety of security tools such as Crowdstrike,
Forcepoint, Openpage, Palo Alto Networks, Prisma, Cortex XDR, Recorded Future Intelligence,
WildFire, and/or etc.

Able to administrate and mapping detection rules in Demisto, Splunk, ELK, Carbon Black,
Darktrace, ALSID and/or Tufin.

Good knowledge of PKl infrastructure and operations in digital certificate lifecycle and hands-on
operations in certificate generation, renewal and revocation.

Sound knowledge of incident response methodologies, security issues, vulnerabilities, exploits
and security standards that may impact information security.

Hands-on experiences to PC endpoint whitelisting, Web Isolation and/or MSS handling would be
advantageous.

Good working knowledge of Windows, Linux, OSX and mobile operating systems.



e Detail oriented and have a strong commitment to excellence.
e Able to master good communication skills including written, spoken and presentation skills.

e High collaboration to work in cross teams.

To apply
Applicants are welcome to submit application via the link below:

https://careers.hkjc.com/psp/cgxprd/EMPLOYEE/HRMS/c/HRS HRAM FL.HRS CG SEARCH FL.GBL?Page
=HRS APP JBPST FL&Action=U&FOCUS=Applicant&Siteld=20&JobOpeningld=200075188&PostingSeqg=1

We are an equal opportunity employer. Personal data provided by job applicants will be used strictly in
accordance with the Club's notice to employees and prospective employees relating to the Personal Data
(Privacy) Ordinance. A copy of which will be provided immediately upon request.


https://careers.hkjc.com/psp/cgxprd/EMPLOYEE/HRMS/c/HRS_HRAM_FL.HRS_CG_SEARCH_FL.GBL?Page=HRS_APP_JBPST_FL&Action=U&FOCUS=Applicant&SiteId=20&JobOpeningId=20007518&PostingSeq=1
https://careers.hkjc.com/psp/cgxprd/EMPLOYEE/HRMS/c/HRS_HRAM_FL.HRS_CG_SEARCH_FL.GBL?Page=HRS_APP_JBPST_FL&Action=U&FOCUS=Applicant&SiteId=20&JobOpeningId=20007518&PostingSeq=1

