Manager, Cyber Security Post Date: 31 March 2020

Digital Transformation Division Deadline: 14 April 2020
Ref: DTD300/HKCS/310320 HKCS

Job Duties:

Act as a key member to design the strategies to provide the services on information security
Provide service delivery to customers by formulating IT Security Practice Guide and
preparing security checklist and toolkit
Design, manage and deliver awareness training and seminars on information security
Provide consultancy services on IT security review by performing security audit & scanning,
and provide recommendations for information security improvement

e Manage and collaborate with vendor, internal team and business partners to deliver IT
security related services

e Maintain strong industry network and develop appropriate platforms to strengthen the
partnership with industrial partners

Job Requirements:

e Bachelor degree in Computer Science, Computer Engineering, Information &
Communication Technology or the equivalent

® At least 6 year solid experience in ICT industry, of which at least 4 year solid and hands-on
experience in
B IT security review, assessment and audit (from both technical and management

perspectives)

B IT security design and implementation in system and network infrastructure
B Penetration and vulnerability tests
B Web security, Mobile security and Cloud security
Good Knowledge of information security management system such as 1ISO27001 preferred.
Strong knowledge of internet application security including common internet application
vulnerabilities and network architecture to support internet applications

e Excellent problem solving, analytical, communication, presentation and consultative skills
and able to work independently and under pressure
Good network with industrial partners in information security.
Holder of certificates in information security preferred. (e.g. ISO27001, CISM, CEH, CISA,
CISSP, Certified Penetration Tester)

e Good command of both written and spoken English and Chinese, including Putonghua



e Applicants may be considered for other positions if not matching the requirements of
subject position

Application:

HKPC will take into consideration both the quantitative and qualitative requirements of the post
when selecting the suitable candidates. A competitive salary package commensurate with
academic qualifications and experience will be offered.

Applicants should send application, together with a detailed resume, current and expected salary
and contact telephone number by email to rdtd30019@hkpc.org (quoting the reference number
on the subject heading) on or before 14 April 2020.

Personal data collected will be used for recruitment purpose only. Candidates not invited for
interviews within 6 weeks may consider their applications unsuccessful and the applications will
be disposed by HKPC within 12 months.
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