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of organizations surveyed reported that
they have had a data breach event:
More than 90% of the breaches were in digital form.

Scolt ard Scott LLP and Ponermon institute LLC, May 15, 2007
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Mitigate data breaches K s in ks e

35% -
Comply with privacy or data security regulations 58%
i
58% e
_ 26% Germany
Protect brand or reputation 37%
3%, " U.K.
7 EU.S.
1%
Avoid notification following breach 2%
22% i
29%
Ensure privacy commitments honored 9%
0% 25% 50% 75% 100%
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Even when used with the best intentions, the data stored on USB drives is generally not covered by routine
company procedures such as backup, encryption, or asset management.

Your organization can take the following steps to optimally secure personal storage drives, both on and off the network.

N o oA b=

Always define and publicize your organization’s policy for personal storage devices

Institute the use of company-issued personal storage devices

Make sure devices are fully encrypted

T —
2

Make sure users cannot circumvent security measures g z

Maintain an audit trail of data stored on devices o F P54

Be able to recover data residing on personal storage devices

Make sure your enterprise solution comprehensively provides the ability to control the use of all removable devices, inside
and outside the corporate environment, and to centrally manage company-issued USB drives
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Recovery
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Quickly & Easily

Recovery Properties

Password

File Dretails: Pazswords:
Tupe | Data Tupe. | Password Cloze I
File: Marne: hon's AP zip PaSSWORD =
P ath: C:ADocuments and SettingzhFrankie LeunghDeskio Open File |
Status: 1 Pazsword Found 7 :
|dentified Type: Zip Archive Print D etails i
E nemptian: Encropted |
R egistered Type: WinRaR ZIF archive L
Sizer 433 2| i |
Created: 17472008 18:52:03 —
Madified: 17/7/2008 18:52:03 : o
SHa Hazh: BB1CEAZB1RABBEANBEECFAZEFRBADACIIFTAE 40 @ Identification Complete b '
MDE Hazh: 1ABE7ARD130804F62F 7FE3E CF 48434268
Hazh Time: 25/7/2008 11:41:30 n Il |
Profile; Diefault =1 Hash Complete
Camments: ’l |
& b £ Recovery Complete _l

Feady

iEasy: 0/20

' EMDd_erate ! EI,!’4

 Difficult: 0/2

Files: 1
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